Brivg, Your Owy Device
(BYOD) Policy

Policy Statement

Puddle Ducks allows employees to brivg, their owy device (eg tablet, laptop) ivto the workplace, axd 4o use the device fo access
compayy data awd ivformation.

This policy sets ovt the ferms relativg fo the use of persoral devices ivthe workplace.
Scope of the Policy

Euployees are allowed o brivg their owydevices ivto the workplace, aid o use those devices 1o access compayy data ad ivformation.
This is subject 1o the points below.

1."The device must be checked by the I'T departuert fo evsure that there are vo securily risks before i is used to access compayy
data avd ivformation.

2.The device Must have virus protectiov ivstalled. This Must be the protection that is defived by the IT deparhient.

3.Avy sofiware oxthe device that will be used to access compayy ivformation Must be checked by 1T avd corfioured by thew.
4.0Wly Ahe followivg, browsers cay be used whew accessiva,compayy ivformation specify browsers .

5.0Vl devices of the {ollowivg, brayd are covered by this policy.

6. This policy specifically applies 4o laptops/smariphoves/fablets/other . Euployees are vot allowed fo briva, laptops/smartphoves/
fablets/others ivto the workplace axd use them 4o access compayy iformation.

Security

The security of Puddle Ducks ivforuatioy avd data is paramount. Evployees Must vot do anythivg which Miojrt compronmise that security
whey usivg, their owy devices.

1.The device Must be password protected. The employee should vot share the password with avyowe without their live Mavager s
kwowledog axd permissiow.

2.All passwords should be a Mix of wnbers awd letters, ad Must be replaced every moxth.
3 The device should lock after i has beey left uyatterded or More thay {ive Mivvtes.

4 The device should yot be used fo access compayy data or ivformatiow iv a public place where vo—employees migjrt be able o see the
contert.

5.The employee should vever use the device fo access compary dafa over ay unsecured vetwork.
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6. The {ollowiva,compawy data ad ivformation Must vever be accessed {rom a persoral device list ayy ivformation that Must vot be
accessed, such as employee s persowvel {iles .

T-The {ollowing, apps may vot be downloaded orto a device that is beivg used for coupayy busivess listapps .
8. Persoial data relafivg fo other employees Must vever be stored ov a persoval device.

Persoral Use ivthe Workplace

AHhough i is ackvowledaed that the device is the employee s persoral property, employees Must vot spewd tive at work usivg the
device for persoral reasows. Durivg,workivg hours, the device should owly ke used for compayy purposes.

1.The persoval device cay be used for persoral purposes durivg,any desioyated breaks.
2.Adevice that is owly used {or persoral purposes Must vever be used to comvect 1o the orgavisations vetwork.

3 The {ollowivg, websites are blocked by the orgayisation avd Must vot be accessed by ay employee durivg workivg hours list
websifes .

4. Ay persoval device which is used for compayy purposes Must vever (durivg,or outside workivg time) be used to access
porvogyaphy or ayy illicit or illegal Material.

5.Persoral calls should only be takey durivg,workivg, hours whey the Matter is uraewt or ay eMergency.
6.Unless the device has a hayds~free facility it should vever be used whev drivivg,

Cost of the Device

The device is the employee s property axd remaivs the property of the employee at all tives.
1.The oroauisatiow will vot Make a comtribution o the cost of the device.

Leavivo, the Oropuisation

When ay employee leaves the oraavisation, he or she must evsure that awy compayy ivformation has bee removed {rom the device.

1.The device should be fakewto the IT departuert who will check the device fo exsure that all compayy ivformation has beew
removed.

2.The employee should advise aiy customer, cliewt or other cortact of the orgavisation who has beev gjvey a phoye yuuber
relativg to a persoral device that he or she is leavivg, the orogyisatiov. The ivdividual should be gjvera covtact vumber of
aother employee. The employee should ivform their live Mavager of all ivdividuals who have beew cowtacted for this reason.

Breach of this Policy
Avy Yoreach of this policy could lead 4o disciplivary action beiv, faker agginst the employee corcerved.
Sioyed:

Date:

Policy review date:
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